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Motivation
“Privacy is one the biggest problems in this new electronic age”- Andy Grove (former
INTEL Ceo)
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Statistical Disclosure Control
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Statistical Disclosure Control
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Model

Trajectorias

Raw Trajectories Semantic Trajectories

T = (x1, y1, t1) → · · · → (xn, yn, tn) POI
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Properties
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Privacy Notions in SDC

Syntactic Notions Semantic Notions

Database properties ϵ-differential privacy

■ k-anonymity

■ l-diversity

■ t-closeness
■ Attribute Privacy

event-level user-level

w-event privacy ℓ-trajectory privacy

element-level
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Differential Privacy

ε-Differential Privacy
A randomized algorithm M is said to be
ε-differentially private if for all neighboring
databases D,D′ and all S ⊆ Range(M),

P{M(D) ∈ S} ≤ eε P{M(D′) ∈ S}.
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Differential Privacy

Privacy Loss (by observing r)

Lr
M(D)||M(D′) = ln

(
P(M(D) = r)
P(M(D′) = r)

)
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Sensitivity
ℓ1-sensitivity

The ℓ1-sensitivity of a function f : N|X | → Rn is:

∆(f) := max
∥D,D′∥1=1

∥f(D)− f(D′)∥1

UNBOUNDED SENSITIVITIES!!

outliers and huge noise
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S-O-T-A analysis
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Privacy Limitations
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Ulitility limitations
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Conclusions and Future Research
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	notions

