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= Similitudes entre numerosos ficheros:

= Estrategias basadas en n-grams
= Estrategias basadas en grafos
= Estrategias basadas en Fuzzy Hashing

= Similitudes entre funciones de dos ficheros:
=  BinDiff
= Diaphora

= Similitudes entre numerosas funciones:
. 7
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= N-grams

= N-perms

|]:u1.1£|h| | push, mow | |p-u5h, mov, push |
N |mcu1.r | |m{:\-v, push| | mov, push, mow |
push =bp
mov ek
P‘usheegg. esp |]:u1.1£|h| | push, mow | | push, mov, cmp |
mov e31, ecx -
cmp byte [esi + 4], bl |m‘:“" | | mev, <mp | | mov, cmp, Jjne |
jne C0x403aab - -
| cmp | | cmp, jne | | cmp, jne |
| jne | | ine | | jne |
Instructions l-grams 2-grams 3-grams
|'_D1.'|Eh| |:r|.nv, push | |mu::n.r,. push, push |
B ol | mow | |:ru:-v, push | |mu::n.rIr push, pu5h|
Push ebop
mov =k
FI.ISI:I.EEEE. <8P |'_D1.'|Eh| |pu5h, pu5h| |mu::n.r,. push, pu5h|
sh ebx
pu esi. ecx |]:u1.1£|h| |:ru:-v, push| | mov, mov, push |
r
mov sbx, =sax
| maow | | mov, mowv | | mov, mov |
| maow | | maow | | mow |
Instructions l-perms Z-perms J-perms




= Grafos

Callgraph
CFG (Control Flow Graph)
ACFG (Attributed CFG)

push =bp
mov ebp, esp

je 0x4072a7

call fcn.00403737

jb 0x403b93

Xor edx, edx
add edi, ecx

cop dwozd [var 18h], 0

cmp dword [var 14h], eax

.

push ebp

call fcon. 004037497 Xor edx, edx

SR

cmp dword [var 18h], @

Instructions Control Flow Graph
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{0, 2, ..., 4}
g, 7, ..., 3} {1, 1, ..., 3}
(g, 2, ..., 4}

Attributed Control Flow Graph



= Fuzzy Hashing
BBH (Block Based Hashing)
CTPH (Context Triggered Piecewise Hashing)

= Machocy Machoke

SIF (Statistically Improbable Features)
BBR (Block Based Rebuilding)
LSH (Locality Sensitive Hashing)

push ebp
call fcn. 004037497 Xor edx, edx

.
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Blogque 3

.

cmp dword [wvar 18h], 0O
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= BinDiff y Diaphora

@ C:\Users\Pablo\ Desktop\ BinDiff Workspace\BinDiff Workspace BinDiffWorkspace - BinDiff - X
File Diffs Settings Help
| 7 Workspace L %, sub_140008950 vs sub_00408572 x | -%, sub_140001D18 vs sub_00403586 X | :% sub_1400036E0 vs sub_00404CC0 x | :% sub_1400050FC vs sub_00407137 X
%) Single Function DIff Views (0) Overview
9 prushatnd vs pruchaditn Basic Blocks 100 0% Jumps 100 0% Instructions -380.0% Similarity 0.48
T3 Call Graph (365/5679) "
1x Matched Functions (287) 240 uu" = 210
¥4 Primary Unmatched Functions (78/365) =
<31 Secondary Unmatched Functions (5392/5679 5
4 prueba000 vs prueba3000 205
T3 Call Graph (365/439) £
é} Maiched Funclit:‘nsd (336) = 2., v .
e ek Scy33esases
336/ 336 Matched Functions
| ‘v H || & ‘ Show structural changes [i¥] Show only instructions changed (] Show identical
Similarity © Confidence . Address . Primary Name Type Address Secondary Name Type Basic Blocks Jumps
f 0.91 094 sub_14 Normal 00485558 sub_00485558 Normal [ 3 olo 3 ol
f 091 094 sub_148883E68 Normal 8048557C sub_0048557C Normal 0 3 0o 3 0
o 0.90 094 sub_148883FF8 Normal 804856CC sub_884856CC Normal 0 3 00 3 0
T 0.90 092 sub_14888A468 Normal 00404380 04388 Normal 0 1 00 13 1]
# 0.90 092 sub_148888F2C Normal 604068EB Normal 0 5 oo 7 0
By 0.90 094 Normal Normal 0 3 oo 3 a
i 0.90 093 Normal Normal 0 4 0o 5 ]
T 0.90 094 Normal Normal 0 5 oo 6 0
1) 0.90 093 Normal Normal 0 4 0o 4 0
X 0.90 0.98 000000014000 Normal | 60484CCO Normal g 6 1 8 2
t 0.9 093 260000814608 . . Normal 88485855 Normal 0 4 0o 4 0
T 089 091 000000814888 sub_14888A324 Normal 00489228 Normal 0 3 0o 3 ol|_|
£ 0.89 092 2001400 sub_148684598 Normal 00405EE0 Normal [ 6 00 7 0
f 089 092 000681480 sub_1488843A8 Normal 88485057 Normal 0 3 0o 3 0
o 0.88 092 800000014008. .. | sub_1488898C8 Normal 00406742 Normal 0 3 00 3 0
T 0.88 090 14000. . Normal 1488336 Normal 0 8 00 1 1]
# 088 091 000000814880 Normal 00404AA8 Normal 0 4 0o 4 0
f 0.88 090 Normal 20405841 Normal 0 13 00 17 0
5%l 088 091 Normal Normal 9 23 oz 31 0
T 0.88 082 Normal Normal 0 3 oo 3 0
f 087 090 sub_148886DF8 Normal 80408FD1 Normal 0 4 0o 4 0
* 087 089 000000814880 sub_148883798 Normal 00404DD8 sub_004p4DD8 Normal 0 5 0o 6 0
T 0.87 091 00BBEAA148008. sub_14e003800 Normal B804886BD sub_8e4886BD Normal 0 [ olo g o
Ex 0.87 0.96 000000014080. .. | sub_1488850FC Normal | 00487137 sub_00407137 Normal g 1 22 1 a
i 0.86 089 Normal Normal 0 5 0lo 6 ]
%l 086 095 sub_148886C84 Normal Normal 1 13 1la 16 4ll<|
+0/-0 Added and removed Parent Functions calling the selected Functions
A[] similaritys | Confidence. |  Address. [ Primary Name [ type. | Address [ Secondary Name ] Type | BasicBlocks | Jumps ]
{41 /-1 Added and removed Child Functions called from the selected Functions
[ [ simiaitys [ Cconfidence. |  Address. Primary Name [ type. ] Address I Secondary Name Type |  BasicBlocks Jumps []

< 1l Il

£ Escribe aqui para buscar
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= BinDiff y Diaphora

@ sub_1400036ED vs sub_D0404CCO - pruebal000_vs_prueba3d00.8inDiff - BinDiff - bd
¥iew Mode Graphs Selection Search Window Help
() Workspace | -% sub_140008950 vs sub_00408572 X | -%. sub_140001D18 vs sub_00403586 X | ;% sub_1400036E0 vs sub_00404CCO X L 2% sub_1400050FC vs sub_00407137 x
= [ = @ g0 90
= |5 © | o) o o8 ) 5 45 5o B a o] <[B] rests
4 00000001400036E0 sub_1400036E0 sub_oe404cco eos04cco !
.
rimar 00600001400036ED  sub_1408036E0 89484CC0  sub_08484CCH d ar
BR00ADATI40BBIGED  movsxd r8, b4 ds:[rexsoxac]
004840C0  mov edi, edi
00484CC2  push ebp —/—
80.4B4CC3 v ebp, esp
[ E— Q84840C5  mov cax, se:lebprarg 8] |
BB 000BE140BB36E4 xor b4 rod, b4 rod B04B4ACCE xor edx, edx
] o —
804BACCA  push bx
1 oo o [
88484CCC push edi
BBEOBEE140BEICEA  mov r18, rdx 80484CCD  mov ecx, ds:[eax+@xac]
— 00484C00  add —
00000001400036ED  movax b eax, b2 ds:[re+ex1a] 004B4CD2  movzx eax, b2 ds:[ecxsax14]
80000001400036F2  movzx bé P11, b2 ds:[rB+s] 00494C06  movzx ebx, b2 ds:lecxss]
B0 000BA140BAIEFT add rax, bl @x18 BBABACDA add eax 1 8x18
BB 60BBE140 BE3GFE add rax, r8 88.484C0D add eax, ecx .
- BB 60BBE140 BB3GFE test b4 r11d, bd r11d ‘B84BACDF test ebx, ebx -
‘ A d ‘| ” ,_3} BB 60ARE140883701 iz @x148863721 B84B4CET iz Bx4B4CFE |v H ‘| ,_3}
5 5ub_1400036E0 (6 / 6) T \ L \ T 5ub_00404CC0 (7 / 7)
(1 0000000140003703 " o (1 00404CE6
51 0000000140003708 0B4cER  mov- edi, ss:lebprarg_d] ] &l 00404CED
(1 0000000140003715 . [ 00404CF6
(1 0000000140003721 - (1 00404CFE
~1 00000001400036E0 ¥ ¥ ¥ -1 00404CCO
-1 0000000140003723 1400036E0  sub_1480036E0 00404CC  sub_0E484CCH -1 00404D00
8BBBAGS148603783  mov b4 edx, b4 ds:[rax+BxC] 884B4CE6  mov esi, ds:[eax+BxC) 1 00404CE3
140003786 cmp r10, rdx 00404CE9  cap edi
0000000140003780  Jb 8140003715, 00404CEE  1b Bx484CF6
08000001 €0 sub_1480836E 0044CCO  sub_08484CCH
BBB6OBR14B093708  mov ecx, ba ds:[rax+8] 804B4CED  mov ecx, ds:[eax+8]
BBBEROET4R00378E  add edx 884RACFE  add ecx, esi
BEBREGA140603718  cmp r18 804B4CF2  emp edi, ecx
8006009146603713  Jb 82140083723 00404CF4  1b 8x404D00
80000001400036E0 sub_14808036E8 ‘88484CCO sub_88484CCH
0000000140083715  inc rod 00484CF6  inc wdx
800000871 40083718 add rax, b1 ex28 ‘B04B4CF7 add eax, b1 @x28
800060871 4888371C cmp b4 rod, b4 r11d BB4BACFA cmp edx, ebx
000000014008371F  jb 0x140003703 00494CFC  jb 8x4B4CES
—— ——
90000001400036E0  sub_1400836E0 00404CC  sub_09484CCH.
= e 000B000140003721  xor b4 eax, b4 eax B0464CFE  xor eax, eax e
& Selection History i Selection History

808009140003723  retn




file.exe
256 KBytes

Funcion 1

Hashes

128 Bytes

OxAOFOD4

Funcion 2

OxB877A6

Funcion 3

0x921C82

BBDD con TBytes de hashes

Funcion 1 tiene un 100%
de similitud con una
funcién de WannaCry

Funcion 4

0x660AB7

Funcion 5

0x340BF5

Funcion 6

0x5A3296

WannaCry DarkSide
OXAOFOD4 | | | | OXC7FFO1 |
| 0xBA0789 | | | | 0xB898D4 |
| 0x0086D5 | | | | 0x23181F |
Ryuk Zeus
| 0x997A51 | | | | Ox5609F2 |
| 0xFO98E4 | | | | 0x129D98 |
0x71A6D7 | | | | Ox0809DE |
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file.exe tiene un 10% de

¥ similitud con WannaCry




e Nombre de la funcion (2 bytes)

e CFG de la funcion (2 bytes)

e C(Callgraph de la funcion (2 bytes)

e Tipos de opcodes (2 bytes)

e Tipos de argumentos (2 bytes)

e Tipos de variables locales (2 bytes)

e NuUmero de instrucciones (1 byte)
e Numero de bloques (4 bits)

e NuUmero de entradas (4 bits)

e NuUmero de salidas (4 bits)

e NuUmero de args + vars (4 bits)

e Complejidad ciclomatica (4 bits)
e Tamafo de la pila (4 bits)

Se almacenan hashes (usando blake2b). Se almacenan valores numéricos.
16 bytes
AB 8D 2C 7A 02 5F 42 B||7
CC 01 32 99 F1 DF Al|/5| 8| 0

Chics



Tipos de opcodes 0.25
CFG de la funcidn 0.16
Complejidad ciclomatica 0.15
Numero de salidas (outdegree) 0.09
Numero de instrucciones 0.07
Callgraph de la funcion 0.06
Tipo de argumentos de la funcidn 0.04
Tipo de variables locales 0.04
Cantidad de argumentos y variables locales 0.04
Numero de bloques 0.04
Numero de entradas (indegree) 0.03
Tamano de la pila 0.02
Nombre de la funcion 0.01
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AB 8D 2C7A 02 5F 42 B||7

Paralelizable

CC 01 32 99 F1 DF A58 0

o ok @b | e

Bﬁ@ 32,99 F1 OF 77

| P4

» 0.05 — 0.56

0.15
0.07
1249 26 /A 02 5F a7 ¥ 77 0.03
- — — B ——— > 0.09
CC 01 3299 F1/JF 101\ |\ | 015

0.11
82 4B 76 iC ct 30 G 0.05
G 9% 4 6),® XX

» 0.10 | 0.11
ﬁ): 8 20 7A A)I{ﬂ 42

] .j.-::':-;_‘_

0.95

Y

ﬂ
| B

SIS

L=y

0.08
0.06
0.04

1092 |1 0.39

>4 BX
>4 P

co o1 3, %0 F1 OF XX







= Analisis de tiempos:

Tiempo de ejecucion total / nimero de funciones

— Total
0.4 - — Media
) —— Mediana
—— CCBHash
0.3 1
%]
o
§=]
=
3 0.2 -
g0
0.1
; | A
AN \ / \
___/\__ — A—v_'-"_\—/\_JV
0.0 4
T T T T T T T
5 10 15 20 25 35 40

Muestras

Segundos

Tiempo de ejecucion de CCBHash / niumero de funciones

— Total
0.025 — Media
' — Mediana
0.020 1
0.015 A
0.010 - A /\ /\/\
f\wf | ')

0.005 4 V V W
0.000 - T T T T T T T T

0 5 10 15 20 25 35 40
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= Analisis de precision:

Numero medio de ficheros con dicha similitud

Familia de malware CCBHash ssdeep
>90% | >7% | >50% | >90% | >75% | >50%

WannaCry 4.5 0 0 0.4 1.1 2.3
DarkSide 2 2 2.3 0.2 0.2 0.7
Ryuk 6 0 2" 0 0 0
Zeus 3.3 0 0 2.2 0 0
Total 4 0.5 1.1 0.7 0.3 0.8

NuUumero medio de ficheros con dicha similitud
Familia de malware CCBHash TLSH

>90% | >7% | >50% | <10 | <50 | <100
WannaCry 4.5 0 0 0 0 0.6
DarkSide 2 2 2.3 0.2 | 0.8 0.5
Ryuk 6 0 2" 0 0.2 1
Zeus 3.3 0 0 2 0
Total 4 0.5 1.1 0.6 | 0.3 0.5
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= Solucion a un problema actual y complejo
= Comparacion rapida de funciones
= Comparacion rapida de ejecutables

= Mejora a fuzzy hashes como ssdeep o TLSH

Fwrics



= Mejora de atributos

= Optimizacion de filtros de funciones

= Plugin para IDA Pro

= Estudio de colisiones para atributos con hashes
= Analisis con dataset mas amplio

= Version extendida de 32 bytes

AB 8D 2C7A 02 5F 42 B||7

CC 01 32 99 F1 DF A5 |8 |0

Fuzzy hash de la funcion (similar a ssdeep)

16 bytes
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