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Random number generators extensively used in Cryptography

Deterministic algorithms: PRNG
Physical entropy sources: TRNG

Quantum random number generator (QRNG): randomness stems in 
Quantum Mechanics

QRNG necessary for Quantum Key Distribution (QKD)

Most comercial and research QKD use semiconductor lasers
F. Xu… J. W Pan, Reviews of Modern Physics, 2020
T. K. Paraiso,…, A.J. Shields, Adv. Quantum Technol. 2021

Introduction



Most of QRNGs: Quantum optics

QRNG:  Single-photon detection methods
Multi-photon

Single-Photon: two-path splitting of single photons

Multi-photon: phase noise in pulsed semiconductor lasers

QRNG obtained by excitation of linearly polarized modes of
a pulsed semiconductor laser (VCSEL) A. Quirce, A. Valle, Opt. Exp. 2022.

C. Abellan…,M. Mitchel, Opt. Exp. 2014.

T. Jennewein…A. Zeilenger, Rev. Sci. Inst. 2000.



The experiment
Laser: semiconductor laser called VCSEL (Vertical cavity surface emitting laser)

They are microlasers: a few microns dimensions in all directions
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When current increases:  y-emission to x-emission (Polarization switching)

Using Polarization switching in VCSELs for random number generation

Threshold , Current



Experimental set-up for pulsed VCSELs

We apply pulses of current:

Large current 5 ns
Small current: 5 ns

Pulses of light
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If Vx(ts)>Vy(ts)  “0” bit

If Vx(ts)≤Vy(ts)  “1” bit

Current modulation from below to above threshold value

Random excitation of x and y polarizations



High resolution acquisition mode

Spontaneous emission noise
causes random excitations

1 random bit each 400 values 1 random bit each 4 values

enough random bits for passing statistics tests



Bias, e=p(0) - 0.5 Von-Neumann
Post-processing

01  0
10  1
00  no bit
11  no bit

But low
throughput ~ 1/4

Raw Bits
Post-processing and results of statistical test



Post-processing with [n,k,d] linear codes (BCH)

n bits k bits

input output

P. Lacharme, Int. W. Fast Softw. Encryp., 2008.



Post-processing with [n,k,d] BCH codes







Raw Bits

Post-processed
with [1023,1003,5]





Stochastic model of the entropy source
Stochastic differential equations

Variables: Ex(t),Ey(t)
D(t), n(t)

Parameters: k, γa ……
(Measured for the specific laser)

ξ+ and ξ+: Gaussian White noises



Teoría Experimento





CONCLUSIONS

Random bits obtained from the excitation of linearly polarized modes
in pulsed VCSELs fully pass the NIST statistical tests.

NIST test are passed even if small variations of the modulation conditions
or temperature appear, providing appropriate post-processing

Post-processing with [n,k,d]-BCH codes with large n and k are 
the best choice to simultaneously improve throughput and randomness.

First steps in modelling the entropy source
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